HAWTHORNE HIGH SCHOOL 2018-2019 POLICIES,
PROCEDURES AND AGREEMENTS

Hawthorne BOE Policies can be viewed on the Hawthorne Public Schools District Homepage by clicking Policies,
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REVIEW OF THE 2018-2019 HHS STUDENT/PARENT HANDBOOK

Prior to the first day of school, we ask that all Hawthorne High School parents/students review the
updated 2018-2019 HHS Student/Parent Handbook. This important book provides detailed information
regarding HIHS activities, procedures, student rights and responsibilities. This will ensure their
understanding of pertinent topics, new information and will enable us to review continuing procedures, as
well as highlight schoot discipline and attendance policies.

The information contained in the HHS Student/Parent Handbook is essential for parents and
students. It is recommended that you review the Handbook with your son / daughter, as it is critical that
parents have an updated understanding of NJ graduation requirements and all Hawthorne High School
rules and procedures.

The 2018-2019 HHS Student/Parent Handbook is located on both the HHS webpage
and Mr. Cunningham’s administrative webpage.
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HAWTHORNE PUBLIC SCHOOLS INTERNET USE AGREEMENT

All students must read and agree to the Hawthorne Public Schools Internet Use Agreement —
Hawthorne BOE Policy 2361.

Please review the internet agreement/policy on the pages below,
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HAWTHORNE &l PUBLIC SCHOOLS

INTERNET USE AGREEMENT

STUDENT AGREEMENT

| have read and | understand the Internet Use Agreement. By aigrﬂng this Agresment, | hereby agree o ablde by lls ferms.
Should | violate the Agreament, | understand my access privileges may ba revoked; school disciplinary action may be taken
against me and/or crimina! and clvll appropriate legal action may-be taken.

PARENT OR GUARDIAN AGREEMENT

As the parent/guardian, have agreed to the Hawthorne School District Internet Use Agreement regarding the uss of the Infernet
and have read the Hawlhorme Schod! District Inlemet Accaptable Use Polley # 2381 | understand that access fo the Infernet is
deslgned for educatlional purposes, and | grant permission for my chiid to access the Internel. Howaver, [ also racognize that
soma malerlals on the Internet may be confroversial and objectlonable and that it s mpossible for (he Hawthorne Schoo! Distrlot
to restiict access fo all conlroverslat and objectionable malerials, { will not hold the Hawthome School District responsible for any
materlals, or the accuracy or quallty thereof, acqulred or viewed on this network by my child, |

. Further, | understand that improper or Inappropriate use of the Infemet by my child may result in revocation or‘ stispanslon of my
chiid's privilege to access the network and the imposltion of school discipliine, criminal penaliles andlar clvll penaltles, and |
accepl alt financtal and tegal labliities resuiting therefrom. , :

| relaase Hawthorne Board of Educalion, its officers, employees, agents, servants, representalivas and alf organizations network
frorn any and alt liability or damages that may result from my child's use of the Internat network. | specifically agres to Indemnify
and hold the Hawthorne Board of Education, lis officers, employees, agents, servants and repressntatives harmless for any
aclions, clalms, costs, damages or losses, Including, but not imited to atforney’s fees, incurred by the Hawthorne Board of .
Education relaling lo, or arlsing out of my chifd’s use of the Internet or any breach of this agreement or the Acceplable Use Polley
for the Internet by my chiid,

By slgning this Agrsement, | acknowledge that | have read and | understand this agreement and agree to accept His terms and
conditions and the responslbifity for gulding my.child and conveying to himfher appropriate standards for selecting, sharing
andfor exploring informatlon.

Google Apps for Education Is now avallabls as a tool for our students and staff. Google Apps Is a collaction of free web-basad
applications that can be used from any compuler with Interet accass and Is avallable 24/7. This Education verslon of Google
Apps allows users to creale, collaborate and share Ideas between each other, as well as provide the framework for sharing
aclrioss the district. Students with Google Apps will have Goagle accounts to alfow storaga of thelr documents and presentations
online,

The following services will be avaltable to each student and staff and hostad by Google as part of the Hawthorme School Distilol's
onfine presence In Googls Apps for Education:

Calendar: an Individual calender providing ihe abillty to organize schedules, dally activities, and asslgnments

Dots: a word processing, spreadshest, drawing, and presentalion program that Is vary simller to Microsoft Office

Sltes: an individual and collaborative webslte creation tool o

Mall: an Individual emalt account for school use managed by Hawthome Public Schools, Students can only emall others, when.
activated, In the Hawlhome Domaln, '

Under the Famlly Educational Rights and Privacy Act (FERPA) and New Jersey state law, a students education records are
protected from disclosure to third parfles. | understand thef my student's work product stored In Google Apps for Education may
be accesslble lo someona other than my student and the Hawlhorne Public School District by virtue of this ontine environment, -

My signature confirms my consent to allow my studsn{'s work to be storad by Google. | understand that by participaling In
Google Apps for Education, my child's work product will be collacted and stored electronlcally, | have read the pollcles
assoclated with Google apps for Education, | understand thal | may ask for my child's account to bs removed at any iime.

The complete Goagie Apps Educalion Edifion Aqréementand Privacy Pollcy may be found here:
-hitp:/lwww.google.com/appsfinfienftermsfeducation_terms.himi




District Policy

2361~ ACCEPTABLE USE OF COMPUTER NETWORK/COMPUTERS AND RESOURCES (M)

Sectlon: Program
Date Created: August, 2010
Date Edited: November, 2014

The school district provides computer equipment, computer services, and Internet access to its pupils and
staff for educational purposes only. The purpose of providing technology resoutces is to improve learning
and teaching through research, teacher training, collaboration, dissemination and the use of global
communication resources. '

For the purpose of this Policy and Regulation, “computer networks/computers” includes, but is not limited
to, the school district’s computer networks, computer servers, computers, other computer hardware and
software, Internet equipment and access, and any other computer related equipment,

For the purpose of this Policy and Regulation, “school district personnel” shall be the person(s) designated
by the Superintendent of Schools to oversee and coordinate the school district’s computer
networks/computer systems. School district personnel will monitor networks and online activity, in any
form necessary, to maintain the integrity of the networks, ensure proper use, and to be in compliance with
Federal and State laws that regulate Internet safety.

Due to the complex association between government agencies and computet networks/computers and the
requirements of Federal and State laws, the end user of the school district’s computer networks/computers
must adhere to strict regulations. Regulations are provided to assure staff, community, pupils, and parent(s)
or legal guardian(s) of pupils are aware of their responsibilities. The school district may modify these
regulations at any time. The signatures of the pupil and his/her parent(s) or legal guardian(s) on a district-
approved Consent and Waiver Agreement are legally binding and indicate the parties have read the terms
and conditions carefully, understand their significance, and agtee to abide by the rules and regulations
established under Policy and Regu!at_ion;ijﬁl.

Pupils are responsible for acceptable and appropriate behavior and conduct on school district computer
netwotks/computers. Communications on the computer network/computers are often public in nature and
policies and regulations governing appropriate behavior and communications apply. The school district's
networks, Internet access and computers are provided for pupils to conduct research, complete school
assignments and communicate with others. Access to computer network services/computers is given to
pupils who agree to act in a considerate, appropriate, and responsible manner, Parent(s) or legal
guardian(s) permission is required for a pupil to access the school district’s computer networks/computers,
Access entails responsibility and individual users of the district computer network/computers are
responsible for their behayior and communications over the computer network/computers. It is presumed
that. users will comply with district standards and will honor the agreements they have signed and the
permission they have been granted. Beyond the clarification of such standards, the district is not
responsible for the actions of individuals utilizing the computer network/computers who violate the policies
and regulations of the Board.




Computer network/computer storage areas shall be treated in the same manner as other school storage
facilities. School district personnel may review files and communications to maintain system intogrity,
confirm users are using the system responsibly, and ensure compliance with Federal and State laws that
regulate Internet safety. Therefore, no person should expect files stored on district servers will be private or

confidential.

The following prohibited behavior and/or conduct using the school district’s networks/computers, includes
but is not limited to, the following:

1.

2.

10.
1.
12,
13
14,

15,

Sending or displaying offensive messages or pictures;

Using obscene language and/or accessing material ot visual depictions that are obscene ag
defined in section 1460 of Title 18, United States Code;

Using or accessing material or visual depictions that are child pomogréphy, as defined in
section 2256 of Title 18, United States Code;

Using or accessing material or visual depictions that are harmiful to minors including any
pictures, images, graphic image file or other material or visual depiction that taken as 'a
whole and with respect to minors, appeals to a prurient interest in nudity, sex, or excretion;
Depicting, describing, or representing in a patently offensive way, with respect to what is
suitable for minors, sexual acts or conduct; or taken as a whole, lacks serious literary,
attistic, political, or scientific value as-to minors.

Cyberbullying;

Inappropriate online behavior, including inappropriate interaction with other individuals on
social networking sites and in chat rooms;

Harassing, insulting, or attacking others;

Damaging computers, computer systems or compute? networl/computers;
Violating copyright laws;

Using anothet's password,;

Trespassing in another's folders, work or files;

Intentionally wasting limited resources;

Employing the network/computers for commercial purposes; and/or

Engaging in other activities that do not advance the educational purposes for - which
computer network/computers ate provided.

INTERNET SAFETY




Coﬁlpliance with Children's Internet Protection Act

As a condition for receipt of certain Federal funding, the school district has technology protection measures
for all computers in the school district, including computers in media centers/libraries, that block and/or
filter material or visual depictions that are obscene, child pornography and harmful to minors as defined in
2,3,4,5, 6 and 7 above and in the Children's Internet Protection Act. The school district will certify the
schools in the district, including media centers/fibraries are in compliance with_the Children's Internet
Protection Act and the district complies with and enforces Policy and Regulation 2361,

Compliance with Neighborhood Children's Internet Protection Act
Policy 2361 and this Regulation establish an Internet safety protection policy and procedures to address:
L. Access by minois to inappropriate matter on the Internet and World Wide Web;

o2 The safety and security of minors when using electronic mail, chat rooms, and other forms
of direct electronic communications; ' ‘

3. Unauthorized access, inéluding_“hacking” and other unlawful activities by minors online;
4, - Cyberbullying;

5. Inappropriate online behavior, including inappropriate interaction with other individuals on
social networking sites and in chat rooms; '

6. Unauthorized disclosures, use, and dissemination of personal identification information
regarding minors; and -

7. Measures desighed to restrict minors access to materials harmful to minors.

Notwithstanding the material or visual depictions defined in the Children's Internet Protection Act and the
Neighborhood Children’s Internet Protection Act the Board shall determine Internet material that is
inappropriate for minors.

The Board will provide reasonable public notice and will hold one annual public hearing during a regular
monthly board meeting or during a designated special board meeting to address and receive public
community input on the Internet sefety protection policy - Policy and Regulation 2361, Any changes in
Policy and Regulation 2361 since the previous year’s annual public hearing will also be discussed at a
meeting foflowing the annual public hearing.

Pupils may not publish on or over the system any information which violates or infringes upon the rights of
any other person or any information which would be abusive, profane or sexually offensive to reasonable
person, or which, without the approval of the Superintendent, of Schools or designated schoo! district
personnel, contains any advertising or any solicitation to use goods or services. A pupil cannot use the
facilities and capabilities of the system to conduct any business or solicit thie petformance of any activity,
which is prohibited by law. :

Because the school district provides, through connection to the Internet, acoess to other computer systems
around the world, pupils and their parent(s) or legal guardian(s) should be advised the Board and school




Regulation 2531, Use of Copyrighted Materials. Pupil may only redistribute a copyrighted program with
the expressed written permission of the owner or authorized person. Permission must be specified in the
document, on the system, or must be obtained directly from the author or authorized source.

Public Posting Areas (Message Boards, Blogs, Etc.)

Messages ate posted from systems connected to the Internet around the world and school district personnel
have no control of the content of messages posted from these other systems. To best utilize system
resources, school district personnel will determine message boards, blogs, ete. that are most applicable to
the educational needs of the school district and will permit access to these sites through the school district
computer network. School district personnel may remove messages that are deemed to be unacceptable or
in violation of Board policies and regulations. School district personnel reserve the right to immediately
terminate the account of a member who misuses these public posting areas.

Real-time, Interactive, Communication Areas

School district personnel reserve the right to monitor and immediately Iimit the use of the computer
networks/computers or tetminate the access of a pupil who misuses real-time conference features
(talk/chat/Internet relay chat).

Electronic mail (“e-mail”) is an electronic message sent by or to a person in correspondence with another person
having Internet mail access. The school district may or may not establish pupil email accounts, In the event the
district provides email accounts, all messages sent and recoived on the school district computet networks/computers
must have an educational purpase and are subject to review, Messages received by a district-provided email account
are retained on the system until deleted by the pupil or for a period of time determined by the district. A canceled
account will not retain its e-mail. Pupils are expected to remove old messages within fifteen days or schoo! district
personnel may remove such messages. School district personnel may inspect the contents of e~mail sent by a pupil to
an addressee, or disclose such contents to other than the sender or a recipient when required to do so by the policy,
regulation or other laws and regulations of the State and Federal governments. The Board reserves the right to
cooperate fiilly with local, State, or Federal officials in any investigation concerning or relating to any e-mail
iransmitted or any other information on the school district computer networks/computers,

Disk Usage

The district reserve the right to establish maximum storage space a pupil receives on the school district’s
system, A pupil who exceeds histher quota of storage space will be advised to delete files fo return to
compliance with the predetermined amount of storage space. A pupil who remains in noncompliance of the
storage space allotment after seven school days of notification may have their files removed from the
school district’s system.

Security

Security on any computer system is a high priority, especially when the system involves many users. [f a
pupil identifies a security problem on the computer networks/computers, the pupil must notify the
appropriate school district staff member. The pupil should not inform other individnals of a security
problem, Passwords provided to pupils by the district for access to the district’s compufer
networtlks/computers or developed by the pupil for access to an Intemet site should not be easily guessable
by others or shared with other pupils. Attempts to log in to the system using either another pupil’s or
person's account may result in termination of the account or access. A pupil should immediately notify the
Principal or designee if a password is lost or stolen, or if they have reason to believe that someone has




district personnel have no controt over content. While most of the content available on the Internet is not
offensive and much of it is a valuable educational resource, some objectionable material exists. Even
though the Board provide pupil access to Internet resources through the district’s computer
networks/computers with installed approptiate technology protection measures, patents and pupils must be
advised potential dangers remain and offensive material may be accessed noththhstandmg the technology
protection measures taken by the school district. '

Pupils and their parent(s) or legal guardian(s) are advised some systems and Internet sites may contain
defamatory, inaccurate, abusive, obscene, profane, sexually oriented, threatening, racially offensive, or
otherwise illegal or offensive material. The Board and school district personnel do not condone the use of
“such materials and do not permit usage of such materials in the school environment, Parent(s) or legal
guardian(s) having Internet access available to their children at home should be aware of the existence of
such materials and monitor their child’s access to the school district system at home. Pupils knowingly
bringing materials prohibited by Policy and Regulation 3361 into the school environment will be
disciplined in accordance with Board policies and regulations and such activities may result in termination
of such pupil’s accounts or access on the school cilstuct’s computer netwotk and their independent use of
computers. .

Any action by a pupil or other user of the school district's computer network/computers that is determined
by school district personnel to constitute an inappropriate use of the district’s computer network/computers
or to improperly restrict or inhibit other persons from using and -enjoying those resources is strictly
prohibited and may result in limitation on or termination of an offending person’s access and other
consequences in compliance with Board policy and regulation. The user specifically agrees not to submit,
publish, or display any defamatory, inaccurate, abusive, obscene, profane, sexually oriented, threatening,
racially offensive, or otherwise illegal or offensive mateiiaf; nor shall a user encourage the use, sale, or
distribution of controlled substances., Transmission of material, information or software in violation of any
local, State or Federal law is also prohibited and is a breach of the Consent and Waiver Agreement.

pupils and their parent(s) or legal guardian(s) specifically agree to indemnify the Hawthorne school district
and school district personnel for any losses, cosis, or damages, including reasonable attorney’s fees
incurred by the Board relating to, or arising out of any breach of this section by the pupil.

Computer network/computer resources are to be used by the pupil for histher educational use only;
commercial uses are strictly prohibited.

Software Libraries on the Network

Software libraries on or through the school district’s netwotks are provided to pupils as an educational
resource. No pupil may install, upload, or download software without the expressed consent of appropriate
school district personnel. Any software having the purpose of damaging another person’s accounts of
information on the school district computer network/computers (e.g., computer viruses) is specifically
prohibited, School district personnel reserve the rights to refuse posting of files and to remove files,
School district personnel further reserve the right to immediately limit usage or terminate the pupil’s access
or take other action consistent with the Board's pollcles and regulations of a pupil who misuses the software
libraries.

Copyrighted material must not be placed on any system connected to the networldcomputexs without
authouzatlon Pupils may download copyrighted material for their own use in accordance with Policy and




obtained unauthorized access to their account, Any pupil identified as a security risk will have limitations
placed on usage of the computer networks/computers or may be terminated as a user and be subject to other
disciplinary action,

Vandalism to any school district owned computer networks/computers may result in cancellation of system
privileges and other disciplinary measures in compliance with the distiict's discipline code. Vandalism is
defined as any malicious attempt to harm or destroy data of another user, the system, or any of the agencies
or other network/computers that are connected to the Internet backbone or of doing intentional damage to
hardware or. software on the system. This includes, but is not limited to, the uploading or creation of
computer viruses. :

Printing

The printing facilities of the computer networks/computers should be used judiciously. Unauthorized
printing for other than educational purposes is prohibited.

Internet Sites and the World Wide Web

The school district personnel may establisht an Internet site(s) on the World Wide Web or other Internet
locations. Such sites shall be administered and supervised by the system designated school district
personnel, who shall ensure the content of the site complies with Federal, State and local laws and
regulations as well as Board policies and regulations.

Violations

Violations of the Acceptable Use of Computer Network/Computers and Resources Policy and Regulation
may result in a loss of access as well as other disciplinary or legal action, Disciplinary action shall be taken
as indicated in Policy and/or Regulation 2361, Acceptable Use of Computer Networks/Computers and
Resources, 5600, Pupil Discipline/Code of Conduct, 5610, Suspension and 5620, Expulsion as weil as
possible legal action and reports to the legal authorities and entities.

Determination of Consequences for Violations
The particular consequences for violations of this Policy shall be determined by the Director of
Technology/Principal or designee. 'The Superintendent or designee and the Board shall determine when

school expulsion and/or legal action or actions by the authorities are the appropriate course of action.

Individuals violating this Policy shall be subject to the consequences as indicated in Board Policy and
Regulation . 2361 and other appropriate discipline, which includes but are not limited to:

1. Use of computer network/computers only under direct supervision;
2. Suspension of netwotk privileges;

3. Revocation of network privileges;

4, Suspension of computer privileges;

- 5. Revocation of computer privileges;




6.
7.

8.

Suspension from school,
Expulsion from school; and/or

Lepal action and proscoution by the authorities.

Issued: November 2012




HHS ATHLETICS/ACTIVITIES STUDENT PLEDGE

I agree that as a condition of my participating in any school sponsored student
athletics/activities, I will not, at any time, during or after school hours, use alcohol, anabolic
steroids or any other drug or fobacco substances as defined in Board Policy 5530, titled
"Substance Abuse". I understand that this policy is available to me for my review. I understand
that I have a continuing obligation throughout this current school year to comply with this pledge
for any other school sponsored student organization or student athletics in which I may engage
for the entire school year.

I agree that I will not participate in or be a part of any fraternity, sorority, secret society
organization or any other illegal group or gang activity, as defined in Board Policy 2430, Co-
Curricular Activities, 5530, Substance Abuse, and 5841 Secret Societies, also available for
review.

I understand that if I violate the terms of this pledge, in addition to any other lawful
school disciplinary consequences imposed, [ will be suspended from attendance or participation
in all school-sponsored extra-cwrricular activities, including, but not limited to, athletics, dances,
and clubs, for one marking period. This term may be reduced to 14 days if conditions set by the
administration and communicated at the time of the suspension are met. Consequences for
subsequent violations will be determined at the discretion of the administration and in

consultation with the Superintendent of Schools.

Please review the above Hawthorne BOE Policy 2430 - Student Pledge




